Abstract. In a self-healing key distribution scheme a group manager enables a large and dynamic group of users to establish a group key over an unreliable network. The group manager broadcasts in every session some packet of information in order to provide a common key to members of the session group. The goal of self-healing key distribution schemes is that, even if the broadcast is lost in a certain session, the group member can recover the key from the broadcast packets received before and after the session. This approach to key distribution is quite suitable for wireless networks, mobile wireless ad-hoc networks and in several Internet-related settings, where high security requirements need to be satisfied.
Introduction
Self-healing key distribution schemes enable large and dynamic groups of users of an unreliable network to establish group keys for secure communication. In a self healing key distribution scheme, a group manager provides a common key to a group of users by using packets that he sends over a broadcast channel at the beginning of each session. Every user on the group computes the group key by means of this packet and some private information supplied by the group manager. Multiple groups can be established by the group manager for different sessions by joining or removing users from the initial group. The main goal of these schemes is the self-healing property: if during a certain session some broadcasted packet gets lost, then users are still capable of recovering the group key for that session simply by using the packets they have received during a previous session and the packets they will receive at the beginning of a subsequent one, without requesting additional transmission from the group manager.
This new approach to key distribution is very useful due to the self-healing property, supporting secure communications in wireless networks, mobile wireless ad-hoc networks, broadcast communications over low-cost channels (live-events transmissions, etc.) and in several Internet-related settings.
Self-healing key distribution schemes were introduced by Staddon et al. in [7] providing formal definitions, lower bounds to the resources required to such schemes as well as some constructions. In [6] , Liu et al. generalised the above definition and gave some constructions. Blundo et al. in [1] modified the proposed definitions, gave new lower bounds, proposed some efficient constructions and showed some problems in previous constructions. Finally, Blundo et al. in [2] analysed previous definitions and showed that no protocol could exist for some of them; they proposed a new definition, gave some lower bounds for it and proposed some schemes. All of these papers mainly focused on unconditionally secure schemes.
The contributions of our paper are the following. First of all we formally define self-healing key distribution schemes with sponsorization in Section 2. This definition contains two main differences comparing with the one presented in [1] . The first one is to consider a monotone decreasing family of rejected subsets of users instead of a monotone decreasing threshold structure and the second one is to consider the feature that a coalition of users can sponsor a user outside the group for one session. The first modification allows us to consider more flexible self-healing key distribution schemes that can reach better properties. The motivation for the second modification is to give dynamism to the scheme allowing an authorized subset of users in the group to invite a new user without the help of the group manager. Of course the proposal considers the case in which certain majorities (the coalition of authorized subsets of users to sponsor) can perform this action. This feature has been considered in other distributed protocols as group key distribution schemes [5, 4] . In Section 3 some lower bounds on the resources required to such schemes are presented. We give lower bounds on the amount of information given to sponsor a user and on the personal key of a user with this capability. In Section 4 a family of self-healing key distribution schemes with sponsorization is presented. This construction follows in part the ideas of [1] but considering any possible linear secret sharing scheme instead of a threshold one and ideas of [5, 4] for sponsorization capability. At the end of the section we comment the security and efficiency of the scheme. Finally we present in Section 5 the scheme obtained when Shamir's secret sharing scheme is used.
Self-healing Key Distribution Schemes with Sponsorization
The models presented in [1] and [7] implement self-healing key distribution schemes with good properties. However these models do not consider the possibility that a coalition of users in the group can invite a new user to the group. This feature has been considered in other protocols to distribute keys as group key distribution schemes [5, 4] . In this section we propose a model for this feature. Let U = {1, . . . , n} be the finite universe of users of a network. A broadcast unreliable channel is available, and time is defined by a global clock. Suppose that there is a group manager who sets up and manages, by means of join and revoke operations, a communication group, which is a dynamic subset of users of U. Let G j ⊂ U be the communication group established by the group manager in session j. Each user i ∈ G j holds a personal key S i , received from the group manager before or when joining G j . A personal key S i can be seen as a sequence of elements from a finite set. A user ∈ G j can sponsor a user i ∈ G j for session j by giving to him some proof of sponsorization P j i . We denote the number of sessions supported by the scheme as m, the set of users revoked by the group manager in session j as R j , and the set of users who join the group in session j as J j . Hence,
and by definition R 1 = ∅. Moreover, for j = 1, . . . , m, let K j be the session key chosen by the group manager and communicated to the group members through a broadcast message, B j . For each i ∈ G j , the key K j is determined by B j and the personal key S i . This key can also be computed by a user i ∈ G j sponsored by a subset of users A ∈ Γ , A ⊂ G j by means of B j and {P j i } ∈A , for a certain family of subsets Γ ⊂ 2 U . Then Γ is the family of authorized subsets to perform a sponsorization, that we suppose monotone increasing (if
The family of subsets of users that can be revoked by the group manager is the monotone decreasing structure R ⊂ 2 U (that is, if A 2 ∈ R and
. In a natural way we assume that a subset of users which can be rejected cannot be authorized to sponsor a user. Then the monotone increasing access structure Γ satisfies Γ ∩ R = ∅. In order to define the security of the sponsorization capability we also consider the monotone decreasing structure S ⊂ 2 U compound by the collection of tolerated coalition of users that can receive sponsorization by a unique sponsor.
Let S i , P j i , B j , K j be random variables representing the personal key for user i, the proof used by user to sponsor user i in session j, the broadcast message B j and the session key K j for session j, respectively. The probability distributions according to whom the above random variables take values are determined by the key distribution scheme and the random bits used by the group manager. In particular, we assume that session keys K j are chosen independently and according to the uniform distribution.
We define a (R, Γ, S)-self-healing scheme with sponsorization using the entropy function (see [3] for more details on Information Theory): 
The scheme has R-revocation capability. That is, for each session
j, if R = R j ∪R j−1 ∪· · ·∪R 2 is such that R ∈ R,H(K j |B j , B j−1 , . . . , B 1 , S R ) = H(K j ). 3. The scheme is (R, Γ )-self-H(P j i |S ) = 0. (b) A user i ∈ G j that
receives enough sponsorizations from a subset of users
A ⊂ G j with A ∈ Γ can compute the key K j in the same conditions that users in G j . That is: 
This definition has two differences with respect to the one presented in [1] . First the family of subsets that can be rejected in [1] is R = {R ⊂ U : |R| ≤ t} while in our definition we consider the general case of any possible monotone decreasing structure R, not only threshold ones. This allows us to consider more general self-healing key distribution schemes, where, for instance, some users can be more revocable than others. And the second one is that the possibility of sponsorization is considered. The conditions to define this feature are the following. 
Lower Bounds
In this section we present some bounds for a (R, Γ, S)-self-healing key distribution scheme with sponsorization. The first one is a lower bound on the size of proofs of sponsorization and the second one is a lower bound on the size of the personal key.
Proposition 1.
In any (R, Γ, S)-self-healing key distribution scheme with sponsorization, for any user ∈ G j and i ∈ G j , it holds that
Proof. Suppose that there exists a subset of users C ⊂ G j such that C ∈ Γ and C ∪ { } ∈ Γ . From conditions 4.(b) and (c) we have that:
Then we can apply Lemma 5.
If the secret keys are uniformly chosen in a finite field GF (q) then log |P
That is: every proof of sponsorization must have at least log q bits. Moreover for a fixed session j and a user i ∈ G j , conditions 4.(b) and (c) determine a secret sharing scheme that distributes secrets K j , with shares P j i for users i ∈ U − G j realizing structure
With regard to lower bounds for the size of the personal key it can be proved the following result. For any user i belonging to the group since session j and any subset of users C ∈ S with
Assuming that the proofs of sponsorization are statistically independent and secret keys are uniformly chosen in a finite field GF (q) (using Proposition 1), then H(S i ) ≥ (m − j + 1) |C| log q. So, in this situation every user added in session j must store a personal key of at least (m − j + 1)|C| log q bits because log |S i | ≥ (m − j + 1)|C| log q.
With respect to lower bounds on the broadcast information, the one found in [1] is valid for our model with the same proof.
A Family of Self-healing Key Distribution Schemes with Sponsorization
To construct this family of self-healing key distribution schemes with sponsorization we follow in part ideas of Scheme 2 in [1] and sponsorization mechanism in [5, 4] . Our construction has three main differences with Scheme 2 in [1] . The first one is that we use linear secret sharing schemes instead of Shamir secret sharing scheme as Scheme 2 in [1] does, supporting in this way new properties and features. See [8] for more details on secret sharing schemes. The second one is to increase the information given to users on the personal key. This operation allows a subset of users in a group to sponsor new users in such a way that they obtain the key of the session without the help of the group manager. A secure unicast channel between the sponsors and the sponsored user is necessary. And the third one is that this construction uses a different broadcast than the one in [1] . In fact the broadcast in [1] can also be used in our construction, but ours gives us an almost constant length broadcast. In this section we present this construction, prove the security and analyze the efficiency. Let q be a prime power and denote by K j ∈ GF (q) the session key for group G j . Let Γ be a monotone increasing access structure. We suppose for simplicity that there exists a public map
which defines Γ as a vector space access structure, with D a special user outside U (see [8] for definitions). But the construction that we present here can be extended in a natural way to work with any access structure Γ by means of a linear secret sharing scheme realizing it. The use of a specific ψ fixes the properties of the scheme. Let R = 2 U − Γ be a monotone decreasing access structure and S = 2 U −Γ where Γ is defined as Γ = {A ⊂ U : GF (q) t = ψ(A) }. Note that Γ ⊂ Γ is a monotone increasing access structure that depends on the function ψ chosen to represent Γ .
We are going to present a self-healing key distribution scheme with sponsorization in which Γ is the family of subsets of users that can perform a spon-sorization, R = 2 U − Γ is the family of subsets of users that can be revoked by the group manager and S = 2 U − Γ is the family of tolerated coalition of users that can be sponsored by a unique sponsor. In order to construct the scheme we need to prove the following lemma: Let v 1 , . . . , v n be non null vectors in GF (q) t , for q a prime power. If q ≥ n then there exists at least one vector v ∈ GF (q) t such that v · v i = 0 for all i = 1, . . . , n.
Proof. Let
. First we will prove that for any positive integer k = 1, . . . , n we have that
. The proof is by induction on k.
For k = 1 we can take into account that
If this result is true for k then
The proof of the lemma ends observing that for n = 1 the result is true because |A 1 | = q t − q t−1 > 0 and for n ≥ 2 we have
Now we describe the different phases of our proposal of self-healing key distribution scheme. In order to design the scheme we need a vector v ∈ GF (q) t such that v · ψ(i) = 0 for all i ∈ U. Suppose q ≥ n, then vector v exists applying Lemma 1. For instance, for vectors defining Shamir secret sharing scheme (see [8] ) we have that an appropriate vector is v = (1, 0, . . . , 0) .
The group manager randomly chooses t × t matrices P 1 , . . . , P m and session keys K 1 , . . . , K m ∈ GF (q). For each j = 1, . . . , m the group manager computes the vector
t . The group manager sends privately to user i ∈ G 1 the personal key
tm . Note that if we use a linear secret sharing scheme in which a user i is associated with m i ≥ 1 vectors, then his secret information S i consists of m i vectors of tm components.
Full Addition. In order to add users J j ⊂ U in session j, the group manager sends privately
t(m−j+1) to every user i ∈ J j as his personal key. x 1 + x 3 , . . . , x 1 + x j−1 , x j if j = 3, . . . , m ,
The second part of the broadcast is defined as follows: for j = 1, 2
Sponsored Addition of Users. If a user ∈ G j wants to sponsor a user i ∈ G j for session j, then he sends ( , ψ( ) P j ψ(i)) privately to i (computed from its personal key: ( , ψ( ) P j )).
For lack of space we do not include the proof of the following result: the proposed scheme is a (R, Γ, S)-self-healing key distribution scheme with sponsorization for R = 2 U − Γ and S = 2 U − Γ . Observe that the assert S = 2 U − Γ is strict to ensure condition 4.(c) in the sense that if some
. . , e t is the canonical basis of GF (q)
t , then they can find scalars λ kd such that
and we know that ψ(i) P j = (ψ(i) P j e 1 , . . . , ψ(i) P j e t ); from ψ(i) P j and the correspondent broadcast, the key K j can be determined.
We analyze the efficiency of the family of the proposed self-healing key distribution schemes with sponsorization in terms of memory storage and communication complexity. In our construction every user i has to store a personal key of size |S i | = t(m − j + 1) log q when the structure Γ is a vector space access structure. The length of the proofs of sponsorization achieve the bound presented in Proposition 1. In our construction, the broadcast length depends on the particular function ψ used. The second part of the broadcast has the same form as the proposed in [1] and its purpose is to perform the rejection capability as well as the computation of the key. Its length depends on the history of rejected subsets R 2 , R 3 , etc.. The first part of the broadcast has almost constant length in every session (in contrast with the length in other proposals, for instance in [1] ): B 
A Particular Example Based in Shamir's Secret Sharing Scheme
We will present the particular self-healing key distribution scheme that we obtain using the polynomial Shamir's secret sharing scheme [8] w = (a 0 , a 1 , . . . , a t−1 ) and p(x) = a 0 + a 1 x + · · · + a t−1 x t−1 . In a similar way the product of a vector ψ(i) by a matrix can be seen as a polynomial in two variables. With this map ψ we find the following particular self-healing key distribution scheme:
The group manager chooses randomly polynomials P 1 (x, y) , . . . , P m (x, y) of degree t − 1 in both variables and session keys K 1 , . . . , K m ∈ GF (q). For each j = 1, . . . , m the group manager computes the polynomial z j (y) = K j +P j (0, y) ∈ GF (q) [y] . The group manager sends privately to user i ∈ G 1 the personal key S i = (P 1 (i, y) 
m−j+1 to every user i ∈ J j as his personal key.
j . The first part of the broadcast is defined as follows: let us suppose that polynomials z j (y) are divided in two parts z j = (x j , y j ) where x j is the first part of the binary representation of every coefficient of z j (y) and y j is the second part. So x j and y j are 
Sponsored Addition of Users. If a user ∈ G j wants to sponsor a user i ∈ G j for session j, then he sends ( , P j ( , i)) privately to i (computed from a part of its personal key: ( , P j ( , y)) ).
Let us show how the session key computation is performed in this particular case. User i ∈ G j has {(k, P j (k, y))} k∈Wj and computes {(k, P j (k, i))} k∈Wj . By means of P j (i, y) of its personal key, he computes P j (i, i). Then he computes P j (0, i) using {(k, P j (k, i))} k∈Wj ∪{i} where |W j ∪{i}| = t. In effect: interpolating these t points he can compute P j (0, i) = k∈Wj ∪{i} λ k P j (k, i) for some λ k ∈ GF (q) (again the Lagrange coefficients of interpolation). From the broadcast information the user can compute the key because z j (i) = K j + P j (0, i). For the case of a user i sponsored by a subset of users A ⊂ G j with |A| = t he proceeds as follows. User i can compute P j (0, i) because he has {(k, P j (k, i))} k∈A . In effect: since |A| = t, then P j (0, i) = k∈A λ k P j (k, i) for some λ k ∈ GF (q) (the Lagrange coefficients of interpolation). Then the key is easy to compute using the broadcast information: z j (i) = K j + P j (0, i).
In this particular construction, a subset of at most t− 1 users can be revoked, that is |R| = |R 2 ∪ · · · ∪ R j | ≤ t − 1. Then R = {A ⊂ U : |A| ≤ t − 1}. We also have that Γ = {A ⊂ U : |A| ≥ t} and S = {A ⊂ U : |A| ≤ t − 1} because Γ = Γ . The bounds presented in Section 3 are achieved.
In this scheme a part of the broadcast is proportional to t − 1, the cardinality of subset W j . The almost constant length for every session of the first part of the broadcast can be observed in the following broadcasts for m = 9: y9 + y8, y9 + y7, y9 + y6, y9 + y5, y9 + y4, y9 + y3, y9 + y2, y1 ) B 1 2 = (x2, y9 + y8, y9 + y7, y9 + y6, y9 + y5, y9 + y4, y9 + y3, y2 ) B 1 3 = (x1 + x2, x3, y9 + y8, y9 + y7, y9 + y6, y9 + y5, y9 + y4, y3 ) B 1 4 = (x1 + x2, x1 + x3, x4, y9 + y8, y9 + y7, y9 + y6, y9 + y5, y4 ) B 1 5 = (x1 + x2, x1 + x3, x1 + x4, x5, y9 + y8, y9 + y7, y9 + y6, y5 ) B 1 6 = (x1 + x2, x1 + x3, x1 + x4, x1 + x5, x6, y9 + y8, y9 + y7, y6) B 1 7 = (x1 + x2, x1 + x3, x1 + x4, x1 + x5, x1 + x6, x7, y9 + y8, y7) B 1 8 = (x1 + x2, x1 + x3, x1 + x4, x1 + x5, x1 + x6, x1 + x7, x8, y8 ) B 1 9 = (x1 + x2, x1 + x3, x1 + x4, x1 + x5, x1 + x6, x1 + x7, x1 + x8, x9, y9)
Other schemes can be proposed using our construction with particular linear secret sharing schemes instead of Shamir's secret sharing scheme. For instance, a particular construction in which we have a short broadcast for small revocations of users can be proposed following the same idea presented in [4] .
